
   

 

April 11, 2024 

At Collabria, the security of our cardholders' information is of utmost importance, and we are committed to 
keeping you informed about potential risks. 

We have recently identified a suspicious website, collabriacreditcards.life, which appears to be a phishing site 
designed to capture Collabria cardholder details. The site was set up on April 9, 2024 and while it’s not yet 
live, the placeholder site currently being displayed is likely to be modified to closely resemble our official 
website. The page description is identical to that of Collabria Financial. 

As your trusted partner, we want to assure you that our security team is actively working to address this risk 

and mitigate any potential harm to our cardholders. However, we kindly request your assistance in 
safeguarding your members' information. 

Please take the following actions: 

1. Inform your members about this potential phishing site and advise them to exercise caution when 
providing their Collabria credit card details online. 

2. Encourage your members to regularly review their credit card statements for any suspicious activity and 
promptly report any unauthorized transactions to Collabria. 

3. Remind your members to only access the official Collabria websites and applications when managing their 
credit card accounts  or submitting a card application, and to avoid clicking on links from unknown sources. 
The following are the only official Collabria websites and applications: 

• www.collabriafinancial.ca 

• https://www.mycardinfo.com/ 

• https://www.collabriacreditcards.ca/ 

• https://www.cardwiseonline.ca 

Update as of April 15, 2024: 
 

Although Collabria’s security team was able to shut down the phishing websites on April 12, 2024, through 
diligent, ongoing monitoring of the situation, we’ve found that the phishing websites have returned. Please be 
aware that they are still operating under a .life domain. Our security team is currently investigating the 
situation and working to resolve this as quickly as possible.  

In the meantime, we will be issuing a cardholder email (seen here). You can also reference our FAQs 
here for all questions related to this matter. Thank you for patience.   
 
For reference and more details, please see our initial Collabria Connect post on the incident here.  

 
 

 

  

  

 

 

https://can01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fclick.collabriafinancial.com%2F%3Fqs%3D27ba634cd62a93f35363e3320f10e15dba1cb9c38513520df1f1b02e56b93ed7055e0b6b5bcd363188f661cf521e5c64cef9597b436012ca&data=05%7C02%7CJKreiger%40frontlinecu.com%7C3fdba7bc01534ca193c008dc5a6b7eca%7Cb6ccc254ddb04a86b34c88e6007f39cc%7C0%7C0%7C638484664930433906%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=bJxKBhXXbYYkRSi3R5%2FBOjwsWhOtSuBMG8Uu9SOnQjA%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fclick.collabriafinancial.com%2F%3Fqs%3D27ba634cd62a93f3bcfc339c5948785a2d25c631895e28bdc47b256b3f3f27281655ae58de32139915d82d25b7160a99e948cb8dccdf2604&data=05%7C02%7CJKreiger%40frontlinecu.com%7C3fdba7bc01534ca193c008dc5a6b7eca%7Cb6ccc254ddb04a86b34c88e6007f39cc%7C0%7C0%7C638484664930441319%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=CaNcBSeYp8n9yFbmSTC2zrePo7CAF9q6T6PqEHVR3dY%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fclick.collabriafinancial.com%2F%3Fqs%3D27ba634cd62a93f3fa92e0b401c2a2507881c33f5baeb8230528448ea13990258bd591b4127e5b864898dbf9c3b88743258e6332cc8560b1&data=05%7C02%7CJKreiger%40frontlinecu.com%7C3fdba7bc01534ca193c008dc5a6b7eca%7Cb6ccc254ddb04a86b34c88e6007f39cc%7C0%7C0%7C638484664930447096%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=apCFUfen4Rb8uo%2BQtulnyfPmrprbMPSbpji6H58NGIE%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fclick.collabriafinancial.com%2F%3Fqs%3D27ba634cd62a93f35223eeff5d7d9ccb55e8dd0139ebb4785904138ab1fe8d6050983e303ac41a4967816d74db5f4932e3f91823257288bb&data=05%7C02%7CJKreiger%40frontlinecu.com%7C3fdba7bc01534ca193c008dc5a6b7eca%7Cb6ccc254ddb04a86b34c88e6007f39cc%7C0%7C0%7C638484664930452605%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=MYoxyPXSjTZRqE6H%2FcSsR1tnryM2G29StiO9yAArw1I%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fclick.collabriafinancial.com%2F%3Fqs%3D564582fc9e7b4afcd6081186bba9c29808d982fc75e2f2c64ebef3dbf4b5f1103edd759bdfab61538224781ddda28ea285d702e553f3bb40&data=05%7C02%7CJKreiger%40frontlinecu.com%7Cc2a16e3954a54e5614c808dc5d793752%7Cb6ccc254ddb04a86b34c88e6007f39cc%7C0%7C0%7C638488022389769080%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=B5qW2q3mmVDY9sTWMuMtrhF5wbubBDAIYFtrh1hk6Yo%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fclick.collabriafinancial.com%2F%3Fqs%3D564582fc9e7b4afcfe71969ce1be4d332ca57cac478a2f9898bba3a8f213d4133991f9203571988536007a033a1e19c9fadd9995e8ba3974&data=05%7C02%7CJKreiger%40frontlinecu.com%7Cc2a16e3954a54e5614c808dc5d793752%7Cb6ccc254ddb04a86b34c88e6007f39cc%7C0%7C0%7C638488022389776180%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=dO%2B5mFk3ZYnuB9MFFB%2BktMm%2BzAqf9XI3AlxZsZPpxn8%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fclick.collabriafinancial.com%2F%3Fqs%3D564582fc9e7b4afc777aeee4719454958eeee440ef791c3e98a39b11a9ce0eae5866ccda13ce251e3a06a04a4639d69f88dbcac11827fb46&data=05%7C02%7CJKreiger%40frontlinecu.com%7Cc2a16e3954a54e5614c808dc5d793752%7Cb6ccc254ddb04a86b34c88e6007f39cc%7C0%7C0%7C638488022389782134%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=1IBcvSi7vrqFyCL33%2B9bHkEgQ66J3DOJw%2FxzfCQiu0o%3D&reserved=0

